Siemens-Dokumentation: Access privileges

Access privileges

Symbol Privilege Description
he Create Controls the creation of objects.
W
[Note] There are best practices for ACLs to consider when creating
an ACL with the Create privilege.
e Read Controls the privilege to open and view an object.
y Write Controls the privilege to check the object in/out of the database and
modify it.
elete ontrols the privilege to delete the object from the database.
% Delet Controls the privilege to delete the object from the datab
&‘ii.“_\ Change Controls the privilege to modify object protections that override the
N rules-based protection for the object. You must have change
privileges to apply object-based protection (object ACLs).
romote ontrols the privilege to move a task forward in a workflow process.
N P t Controls the privilege t task f d i kfl
emote ontrols the privilege to move a task backward in a workflow
) D t Controls the privilege t task backward i kfl
process.
E@ Copy Controls the privilege to copy an object as a new object.
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http://vclt-tchelp:8282/tdoc/tc/11.5/help

Il still allows copy and paste of the object as a reference, with
no new object created.

Controls the privilege required to grant, change, or restrict ownership
rights to an object.

By default, the user also requires Write access to the object.

Controls the publish privilege to users or groups.

Controls the privilege to subscribe to an event on a specified
workspace object.

Controls the privilege to export objects from the database.
Controls the privilege to import objects in to the database.

Controls the privilege to transfer ownership of objects when they are
exported from the database.

Controls the privilege to assign ownership of objects when they are
imported in to the database.

Controls the privilege to write Classification objects (ICOs).

Controls the privilege to assign an object to a project. This applies to
users who are not designated as privileged project team members.

The validation of the Assign to project privilege in
conjunction with privileged project membership is evaluated
based on the value of the TC_project_validate_conditions
preference.

Controls the privilege to remove an object from a project. This
applies to users who are not designated as privileged project team
members.

[Note] The validation of the Assign to project privilege in
conjunction with privileged project membership is evaluated
based on the value of the TC_project_validate_conditions
preference.

Controls the privilege to remotely check out an object.

Enables users to circumvent the blocking implemented using the
TC_session_clearance preference.

Enables users to add users to manage IP licenses.
Enables users to add infodba users to manage ITAR licenses.

Grants a user the ability to override the checkout of an object by
another user. It lets the user with the override privilege check in,
transfer, or cancel the checkout of the object.

[Note]€ICO impacts a user’s ability to check out objects when they
do not have Write access. However, it does not impact their
ability to modify the object once it is checked out.

If Bob checks out an object (item2) and forgets to check it
back in before leaving on vacation, the CICO privilege can
be granted to the project manager, Uma, so she can
check item2 back in and the project can proceed.
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Translation Controls the privilege to add translated text using the Localization

View/Markup

Batch Print

Digitally Sign
@‘ Void Digital Signature
% Administer ADA Licenses
| IP Classifier

ITAR Classifier

Remove Content

_—-_‘_ Add Content
| e| Effectivity
® Manage Variability

PDF Control
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button.

Controls the privilege to view and create markups.
Controls the privilege to print multiple objects.

Controls the privilege to digitally sign a document. The Commercial
Off-The-Shelf (COTS) Digital Sign Dataset ACL rule grants owning
user and owning group digital sign privileges for the dataset object.
World users do not have digital sign privileges.

Controls the privilege to revoke or cancel an existing PKI digital
signature for a business object. World users do not have void digital
signature privileges.

Controls the privilege to create, modify, or delete ADA licenses for
users in the ADA License application.

Controls the privilege to classify intellectual property (IP) information.

Controls the privilege to classify international traffic in arms (ITAR)
information.

Allows a user of Smart Discovery and 4th Generation Design (4GD)
to remove content from a collaborative design (CD), for example, to
remove an existing design element.

Allows a user of Smart Discovery and 4th Generation Design (4GD)

to add content to a CD, for example, to create a new design element.

Allows a user to modify effectivity on released objects.

Allows a user to remove the association between a product structure
and a configurator context.

Allows a user to add a system stamp and watermarks to an existing
PDF using workflow.
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