Computers within a Workgroup
What is the difference with User security between machines in a Workgroup machines in a Domain?

A workgroup is a logical way to group computers on a network.  In this configuration, all of the members are considered "peers," and each computer maintains its own security policies and database of resources, such as users, printers, and file shares.  A workgroup can be made up of both NT Workstation computers, as well as NT Server computers, configured as "stand-alone" rather than as domain controllers.

A domain is another logical way to group computers on a network.  In the domain configuration, the security policies and database of resources are centralized.  A domain can be made up of both NT Workstation and NT server computers, with at least one NT server configured as a domain controller.
Granting a User Access to use a machine within a Workgroup:
In addition for 2 machines within a workgroup to communicate, it is possible for a machine within a Domain to communicate with a machine within a Workgroup.  Machines within a workgroup would need explicit knowledge of the users connecting to it and its resources.  Any user requiring access to the Workstation would need to be added as a User.  Under Windows XP this is performed by:
1) Right Clicking “My Computer” and selecting “Manage” from the drop-down context menu
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2) Select Local Users and Groups in the right pane

3) Select Users in the Right (or Left Pane)
4) From Action Menu Select New User. You will see the following Dialog
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5) Enter the “User name” and “Password” of the remote user that will be accessing this machine.  It is important that this name and password exactly matches the user that will be remotely using this machine.
6) There is no need to add any special groups (such as Power User or Administrators) for the sake of connecting to this Vault Server from an outside Vault Client.

7) Any User added in this way to a server will be able to access the vault from a Vault Client.

Connection Types
(This assumes the User is logged into the Client machine and thus is a user of that machine)
1) Workgroup Client –Workgroup Server

a. The client’s username and password needs to be added to the Server’s Username repository.

2) Workgroup Client – Domain Server

a. The client’s username and password needs to be added to the Server’s Username repository

3) Domain Client – Workgroup Server

a. The Domain User’s Username and Password needs to be added to Server’s Username repository.
4) Domain Client – Domain Server (both machines are within the same domain)

a. No special considerations

5) Domain Client – Domain Server (both machines are in different domains)
a. This setup is beyond the scope of this document

Special Settings:
There is a special setting that is required when working with Windows XP within a workgroup.  Both a Vault client and a Vault Server will require a change to the default security settings on the machine if either is within a workgroup as follows:
Windows XP

Control Panels/Administrative Tools/Local Security Settings
Security Settings/Local Policies/Security Options/Network Access: Sharing and security model for local accounts
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Windows 2000 and Windows NT 3.51
<No Special Control Panel settings>
Other Considerations

1) Deleting a user from a Workgroup and then re-adding them may deny access to the user.  See your network administrator for help/
2) Ping test – The Ping test (eg: ping ServerMachineName) is a good way to determine is a user can access a machine on the network.
3) The Vault Username is “not” directly related the Windows Username described in this section.  The Vault username is added via the Vault Manager and is used for directly logging into the Vault.
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